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The paper seeks to study the implications in international relations resulting from the infusion of new communication technologies such as the Internet and other media with special reference to South Asia.  Besides the challenge that it poses to traditional political concepts such as “sovereignty,”  it is argued that these developing countries which have fragmented polities, and are economically poor and politically weak, will be ill-equipped to fully benefit from the advantages that the new technologies provide.  They are equally vulnerable to being manipulated by groups with vested interests.  The paper likewise analyses how different countries all over the world, with especial emphasis on South Asian countries, have confronted this challenge and have formulated measures on how to make the users of these new technologies more responsible and accountable.  There is a need to strike a balance between freedom of information and the protection of national interests. 

Introduction tc "Introduction "
The Internet1 has grown exponentially throughout the world. The number of Internet hosts -- computers with a direct connection to the Internet -- has risen from less than 100,000 in 1988 to more than 36 million in 1998.2  On the basis that there are 2.5 - 4 users per host, the number of users rose from 16 million in 1995 to 143 million in mid-1998 to 400 million in 2000  --  and is expected to cross the 1 billion mark in 2005. 3 It has been noted that with respect to the time taken by new technologies to gain wide- spread acceptance, (i.e., the number of years it takes from inception to 50 million users), compared with radio which took thirty-eight years, personal computers sixteen years and television thirteen years, the Internet took only four years. 4  

The Internet’s impact on politics has been particularly significant. It has increased the scope of democratic expressions by its ability to segment and target audiences through networking, 5 thereby challenging the monopoly of governments to control what their people see and how their respective countries are projected to the rest of the world. It is also shaping new relations among citizens, between citizens and their respective states and among states themselves, posing new challenges to broader aspects of national interests, which in turn can exacerbate intra-state and inter-state tensions.  With the added capacity of convergence, the speed at which the Internet can react to situations, generate perceptions and set agenda has changed the entire tone of politics, often resulting in some issues receiving a greater play than others. Today, better information also results in better and speedier judgment being made, and as Arquilla and Ronfeldt observe, instead of mass and mobility deciding the outcomes of inner-state and inter-state conflict, “the side that knows more, that can disperse the fog of war yet enshroud an adversary in it, will enjoy decisive advantages.”6
In contrast with other media,  including radio and satellite TV, which can be obstructed, in the case of Internet, the absence of a location identity makes limiting, blocking, censoring or deflecting messages quite difficult.  Its ability to de-localise and de-territorialise identity also creates new political and international dynamics that transcend the boundaries of a nation-state in terms of its reach.  It thus allows for the development of new ‘virtual communities’ -- people who imagine themselves as part of a single group, regardless of how physically far apart they are from one another. 7 At the same time, this capacity has also enabled previously unknown, marginal or illegal movements including terrorist groups, to communicate with a global public and to engage in ‘Netwar.’8  Deibert observes that this helps form “complex non-territorial-based links that defy the organization of political authority in the modern world.”9 

Developing countries face major challenges before they can be part of  the emerging “global information economy” and before they can manage the risks brought about by this new medium, due to the peculiar structural and functional weaknesses that persist in these societies which are economically under-developed, politically weak, socially fragmented.  In many cases,  the ‘nation building’ process is far from completed and hence political, economic and social relations are far less stabilised. This is compounded by problems such as the limitation of accessibility of the Internet due to low levels of electricity and telephone connections, high start-up costs of computers, as well as the language bias, which is bound to accentuate a ‘digital divide’ in developing countries.  

What one must contend with in trying to understand the implications of technological innovations in developing countries is that, unlike the Western experience of the symbiotic development of state, nation and market, the essentially colonial state preceded the nation.  The state became the principal institutional agency in the creation of the nation through strategies of assimilation, integration and coercion. The development of a market lagged behind both.10  Hence, as in the case of globalisation, governments of such states are ill-equipped to fully exploit the advantages that the new technologies provide.  These governments are unable to prevent their manipulation by those with vested interests, giving rise to many negative consequences. 

However, assessing the overall impact of the advancement of modern technology on society as a whole throughout this century, Keohane and Nye have argued that the state has been more resilient than modernists anticipated.  Pointing out that modernists “were right about the direction of change but simplistic about its consequences,”  Keohane and Nye add that they “failed to analyze how holders of power could wield that power to shape or distort patterns of inter-dependence that cut across national boundaries,” and argue that  “the future lies neither exclusively with the state nor with trans-national relations.  While geographically based states will continue to structure politics in an information age, they will rely less on material resources and more on their ability to remain credible to a public with increasingly diverse sources of information.” 11 

Thus, the current international debate concerning Information Communication Technologies (ICTs), in general, and the Internet, in particular, demands that we re-consider core concepts of Political Science and International Relations such as identity, sovereignty, development, cooperation, security and regulation.  But despite these dramatic developments, when perusing the literature in this field, one is struck by the limitations in the scholarship that grapples with this rapidly transforming relationships from the perspective of developing countries, let alone any that focuses particularly on South Asia.12   The present study seeks to understand the ramifications resulting from the introduction of the Internet in South Asia, viewing the issue from the perspective of a Political Scientist rather than that of a Technologist.  It seeks to understand the scope of Internet penetration in South Asian states,  to evaluate how the opportunities it affords have been used, to consider the manner the challenges it poses have been met and to suggest the contours of an Internet architecture that can be deemed relevant to South Asia. 

Scope of Internet Penetration in  South Asian States13tc "Scope of Internet Penetration in  South Asian States 17"
In considering the impact of the Internet in South Asia,  it is important to understand the Internet as a means to an end, rather than as an end in itself.  It is a vehicle that provides the potential for developing countries to leapfrog into the future by ensuring efficiency, enhancing productivity and enabling significant rates of return on investment that could help raise the living standards in all segments in these economies.14   At face value, it would seem a recipe tailor-made for countries like those in South Asia. The region, despite its limited raw materials and industrial capacity, has an abundance of knowledge- based resources -- in the form of superior numerical skills, a sizeable population that is English-literate (the predominant medium of the Internet) and some states and regions which have very high literacy levels.  South Asia is also located half-way across the world from the predominant IT user,  the USA, enabling optimization of the time difference in serving that market.  

Detailed evaluation pertaining to the penetration patterns and usage of the Internet on a country basis in South Asia has been difficult to determine with any degree of certainty due to the absence of compatible and reliable data. But it would be fair to observe that in South Asia, the main impediment to the penetration of the Internet in the region remains poor infrastructure facilities -- low levels of electricity, computer and telephone penetration and the high costs associated with the same.15  Further, South Asian governments have for long treated the telecom sector as a ‘cash cow’ and the resulting monopoly situation has prevented the full potential of the Internet, including convergence technologies, from being fully exploited.  A further lacuna is that with the exception of India, a specific policy framework relating to the use of the Internet is yet to be made operational in the rest of South Asia, where Internet operations are presently covered within the ambit of the Telecommunications Policy. 

Pakistan in recent times has become particularly conscious of its backwardness in this sphere vis-à-vis India, which prompted the hurried preparation of an ‘IT Policy and action plan’ in mid-2000. Of the rest of the countries in the region, despite its superior level of human development, Sri Lanka, although an early starter in computerisation in the late 1960s and in the  liberalisation of its telecommunications sector in the early 1990s, has been considerably slow in rising to meet the Internet challenge. As is the case with Bangladesh, Bhutan and Nepal, a comprehensive IT policy is yet to be announced in Sri Lanka. Whatever inducements to advance this sector have largely been through fiscal measures introduced through the respective annual budgets.  

The UNDP study singles out India’s Bangalore which scored 13 out of a possible 16, among a separate classification of 46 locations described as ‘Global hubs of technological innovation.’16  The report has also developed a four-category classification of “technological innovativeness and achievement” (not confined to the Internet) referred to as ‘Technology Achievement Index (TAI).’  It seeks to capture how well a country is creating and diffusing technology and building a human skills base -- reflecting its capacity to participate in the technological innovations of the network age. In this scheme, Sri Lanka (rank 62) and India (rank 63) are regarded as Dynamic Adopters, while Pakistan (rank 65) and Nepal (rank 69) were regarded as Marginalised Countries. The other South Asian states have not merited any ranking.  According to this rating, although the significance of the presence of technology hubs seem to get diluted and have limited effects on the index due to the vast disparities within countries, on the basis of its IT developments, India would necessarily rank among the leaders or the potential leaders in terms of technology achievements.  

Opportunities tc "Opportunities "
a. Software Development tc "a. Software Development "
In South Asia, much of the Internet-related activities involve provision of real-time software, data processing, as well as customer care including trouble-shooting and problem-solving for clients throughout the world. The international time difference is a particular advantage in this regard. Those who believe in the emerging connectivity of South Asia to the ‘information superhighway’ via the Internet as a  ‘panacea’ for countries in the region base their expectations on the assumption that South Asia, given its tested superiority in mathematics, will continue to forge ahead through knowledge-based industries.  This is aided by the fact that in a shorter time span, it can produce more IT professionals to meet current global demands.17 

The ability to achieve these ambitious targets will depend largely on the extent to which the base of IT professionals in South Asia 18 can be expanded.  However, unless these countries develop parallel measures to boost IT-related production facilities which are lucrative to those who obtain such training, there is a great likelihood that it might only contribute to feeding the IT labour market in the more affluent economies.  

b. e-Commerce potential tc "b. e-Commerce potential "
Despite its considerable potential to simplify and transform the manner in which business is conducted, the use of e-Commerce is minimal in the region, including in India. Much of what is presently taking place in India and Nepal involve transactions with clients from the developed economies for services such as hotel reservations.  In this case,  payments are made to businesses outside the region.  Tony Weerasinghe, Managing Director /CEO of Millennium Information Technologies, Sri Lanka’s leading software manufacturer, is candid in admitting that countries like Sri Lanka “are at the rock bottom of the curve” when it comes to e-Commerce.  Weerasinghe observes, “with most international transactions being made using e-Commerce, if we can’t be a part of them, we will never be part of the transactions.”19 . Chanuka Wattegama possibly pinpoints the lacuna that has led to this situation when he notes that “for e-Commerce to thrive in any country, important backward linkages such as the necessary financial, legal and telecommunications infrastructure need to be in place.”20 The impression that one gets  at the public level when travelling in the region is that the necessary confidence is absent on the part of consumers to embrace this new practice.

c. Utilisation in e-Governance  tc "c. Utilisation in e-Governance  "
Despite much lip service being paid to the idea that knowledge can help better governance and the merits of ‘SMART Governance’21 in order to increase efficiency and reduce corruption, there are only a handful of instances where this technological capacity has been operationalised in any significant manner.  As a result, little use is made of the Internet for e-Governance in the region. 

tc ""
d. Catalyst in empowerment tc "d. Catalyst in empowerment "
The Internet and the advantages of a networking environment have been appropriately harnessed elsewhere in the developing world towards empowering the people and in attacking the real issues in these countries -- hunger, malnutrition, lack of education, unemployment and poverty.22  As Naidu observed, “with so much information on tap, alibis for doing nothing about alleviating poverty and backwardness are fast disappearing.” All South Asian states stand to benefit if they are able to augment user/investor-friendly enabling frameworks and develop projects ensuring that benefits accrue to the largest possible number, rather than leaving the ‘trickle down effect’ to take its course. However, at present, there is little understanding on the part of the ‘relevant’ political and bureaucratic elite within the region, as to how this could be done at the wider level. This has effectively forfeited the opportunity South Asia might have had to leap-frog into the future or even to lay the foundations for such development as expected.

Notwithstanding their novelty, most of the empowerment projects are however micro-level exercises. In most cases, sustainability continues to be a concern given that they run on grants and subsidies, and have little potential for replication on a broader scale.   The impression one is left with is that much of the Internet activities in South Asia has left out the state sector. This is a private sector-driven initiative and largely concentrates on the software and business sector interests.  Government has been slow in adopting it for activities that have broader applications, particularly for the weaker sections of the population. 

It is incumbent on the part of the state to ensure that community centres benefit from subsidised telecom and high speed Internet connections so that the community can be provided with the service at affordable prices. Given that a considerable number of families in many South Asian countries have relatives living abroad, the liberalisation of telephone services would further encourage this process.  While the state should be the catalyst in starting up such projects and in subsidising connections, it is imperative that such centres be made self-sustaining through the income they generate rather than having them dependent on the state or international donors.  

e. Information dissemination/public awarenesstc "e. Information dissemination/public awareness"
Given the continued affront faced by the media in most  South Asian states, it would seem prudent that newspapers/broadcasters should seek to strengthen their presence on the web in order to circumvent censorship situations.  However, South Asian newspapers, journals and broadcasters have up to now not paid sufficient attention to promoting themselves on-line. This is partly due to their awareness of the limited access to the Internet within these countries.  In fact, most of those that are web-based largely target the South Asian diaspora to the West, primarily as channels for entertainment. However, Nalaka Gunawardene opines that in Sri Lanka, journalists are “fearful” of the Internet,23 which, if true across the region, would be a serious impediment to the optimisation of its potential.  

The improvement of the Internet’s content, its relevance and objectivity in the South Asian context, will also significantly affect the impact that the medium will have in developing public opinion. Removing the language bias by developing local language software and content will constitute an important aspect in this regard.  There is also a need to develop local language processors, translator/character recognition software and local language marketing opportunities. These can perk up the market economies in these countries with considerable revenue earning potential. The development of an entrepreneurial culture can make Internet use even more relevant. Given the fractured nature of South Asian polity, ensuring a high degree of objectivity on any given site although desirable, is quite difficult. Conceptually, while the development of ‘web portals’ where different points of view are presented has been seen as a possible way out, there are very few examples of such with respect to the respective South Asian states or the region as a whole.  

f. Effects on diaspora groupstc "f. Effects on diaspora groups"
The ability to stay “connected” through the Internet has also enabled South Asian diaspora groups to maintain their interest level in the affairs of the ‘home’ country. For first generation immigrants, this would largely relate to political issues.  For the second and third generations, it is more likely to be through economic motivation and patterns of cultural consumption. A recent study by the RAND Corporation noted that “some of the most significant diasporas of today, like the Indians and Sri Lankan Tamils, have begun to exercise unprecedented clout in the affairs of their home countries, akin to the Jewish diaspora in the US” and  that “the more activist elements among these larger immigrant communities … have more rapid and visible means of calling attention to issues of interest in their home countries than ever before, thanks to the communication and information technology revolution.”24  

Viewed in the broader context of globalisation, developing countries such as those in South Asia will increasingly find that decisions at home are influenced, if not conditioned, by forces outside the respective states. Diaspora communities, largely using the Internet as its source, will play a critical role in shaping these events. This may take many forms; as significant vote banks in the host state that could shape/destroy the image of their home countries within their host communities, impacting relations between the host and home states, enabling/withholding economic support and in helping further/curb subversive activities through acts ranging from funding illegal movements to engaging in cyber terror. 

g. Catalyst in regional cooperation  tc "g. Catalyst in regional cooperation  "
It is debatable whether the Internet helps ease or aggravates inter-state tensions.  However, notwithstanding the prevailing political tensions, given the similarity of the stages of development of countries in the region, rather than re-inventing the wheel individually, there remains considerable scope for sharing software products and policy guidelines already developed as well as replicating success stories in other countries within the region. 

Challenges tc "Challenges "
a. Digital divide tc "a. Digital divide "
South Asia has all the characteristics of a region that is clearly heading in the direction of a serious ‘digital divide,’ deepening the chasms that prevail with respect to education, income, gender and between the urban-rural sectors within and between the South Asian states.  Bridging these gaps should not be seen as an act of generosity on the part of the ‘Internet enabled’ class but rather on the basis of enlightened self-interest. 

b. Cultural invasion tc "b. Cultural invasion "
There is considerable concern in all South Asian countries that the Internet poses a serious threat to accepted religious, cultural and ethical norms and that there are limits to cultural absorption capacity. They fear that the Internet is subverting ethical values in the sub-region and contributing to social instability and decadence. 

While these concerns may no doubt be real and these societies, in particular, need to improvise ways and means to address them, one however finds the intensity attached to the issues somewhat exaggerated. Empirical evidence available from studies on the impact of the Internet in other developing countries and of other modern communication media in South Asia clearly does not show cause for alarm. 

In dealing with this issue, which is no doubt a genuine concern, the need for an attitudinal change seems imperative. Instead of the present approach which views the new technologies with suspicion, the South Asian attitude ought to be that, while being conscious of the dangers that are possible and pre-empting and mitigating these, we should be appreciative of the potential of the ICTs and arrive at imaginative means of ‘cautious engagement’ through it. 

c. Cyber terrorism tc "c. Cyber terrorism "
In all South Asian capitals, it is believed that while the state sector is slow in responding to the opportunities offered by the Internet,  the state has become increasingly vulnerable to political manipulation and abuse of this medium by numerous groups that spread dis-information, engage in new forms of deceit, glorify the cult of violence and in some cases even resort to acts of cyber terrorism. In some quarters, this is even equated with the easy access today’s rebel movements have to sophisticated military equipment that can match, if not surpass, the military might of the state authority. It is feared that the same technological innovativeness seen within South Asia can easily convert its capability to helping the many subversive and terrorist groups in the region and beyond.

Contours of an Internet architecture relevant to South Asia tc "Contours of an Internet architecture relevant to South Asia "
Fashioning an Internet architecture that could be deemed relevant to South Asian states requires a national, regional and international perspective, one that can view issues in an integrated manner rather than on a piece-meal basis. Several pre-requisites need to be addressed urgently if the South Asian countries are to have the benefit of leap-frogging and are able to use the Internet to empower their people. They include expansion of electricity coverage and telecommunication facilities in order to facilitate increased Internet connectivity.  

Enabling high speed data pathways by increasing international bandwidth and ISDN lines remains a considerable bottleneck which has to be overcome in order to ensure the furtherance of the IT industry in South Asian states.  It is also imperative that Domestic Internet Exchanges (IX) interconnecting local ISPs be established within the respective South Asian states, to preclude having messages within a country relayed to the USA first and are then sent back, as is presently happening.  In evolving a policy framework and legislation  that are responsive to the needs of the respective countries, it is imperative to avoid policy fragmentation and overlapping   power centres in relation to the Internet. Such a policy framework should also include the development of a legal regime to facilitate E-commerce (including acceptance of electronic signatures), a revision of privacy laws for data protection, amendment of copyright/patent laws to prevent software piracy, enable admissibility of electronic data and messages as evidences in court and introduction of cyber laws to deal with computer crime, including hacking and attacks on information infrastructure.  Some control on the content of the Internet which would restrict its adverse effects on the system has already been tried by several countries.25  Additionally, there is also the possibility of benefiting from global support schemes.  The United Nations ICT Task Force, the G-8 Digital Opportunity Task Force, the UNESCO as well as NGOs such as the Internet Society that are aimed at optimising ICT use in developing countries.   A critical factor that must be overcome in order to ensure the progress of Internet usage in South Asia is the tug-of-war that persists  as to the relative roles of the state and private sectors with respect to Internet development. 

In determining its respective roles for South Asian states which have imposed governmental control over the dissemination of media for many decades, adapting to the ‘Internet age’ where there is a ‘level playing field’ and with new rules in place, is bound to be a significant learning exercise for both parties. However, the private sector must remain conscious that in developing countries like those in South Asia where the infrastructure is poor, it would be hard to expect the Internet to have wide usage without the government making investments in infrastructure. In such context, it is necessary that the governments concerned treat this issue as they have done with other large multi-purpose projects in their countries and carve out an appropriate role for itself  as a facilitator. It is noteworthy that even in the USA, where today over 50% are connected to the net, it was largely through state patronage that the telecom backbone that connects the net was initially put in place.  However, having provided the necessary infrastructure and established a progressive regulatory framework that is country-specific, the state must leave it to market forces to carry on without hindrance. If responsive policies and attitudes are set in place, there would be no shortfall in funds to be invested to develop the IT sector, as the market grows and software related activity continues to record the highest growth rates in the world.       

Conclusions tc "Conclusions "
There are some who believe that South Asia cannot be expected to move fast enough and that it must be allowed to take its own course in adopting the Internet. The reality is that there is no ‘Third World way’ of becoming part of the Internet. One has to be at par with the rest of the world for one not to be left behind.  All countries need to develop the capacity to understand and adapt global technologies to suit local requirements. 

Continued failure on the part of the governments of South Asia to adapt to the new technology, would prove to be a costly mistake because it would deny the younger generation in these countries the basic tools that are fast becoming a pre-requisite in what is essentially a ‘knowledge-based’ global community.  

When one considers the political impact of the Internet in South Asia, the concern must not only be with issues of sovereignty and security, but primarily  must be about people and therefore the losses and gains that accrue to the larger mass of people in South Asia, as a result of the infusion of this new technology.  Not only must the medium remain relevant and profitable, it should also ensure that its benefits accrue to the largest possible number, rather than leave the ‘trickle down effect’ to take its course. Making the necessary attitudinal change to achieve this goal will require not only a national vision but also considerable political and administrative will. 

In the final analysis, the desired objective would be for state and non-state actors in  South Asia to make use of the technology in a manner which remains accountable, thereby striking a balance between protecting freedom of information and safeguarding national interest. Given the plethora of competing rival sources of information that flood the Internet and having to operate on a level playing field, the ability to remain credible to a public with increasingly diverse sources of information will eventually determine how successful one could be on the Net. What seems clear is that, the less the credibility of the state, the greater will be the power of the non-state actors. South Asian states will have to become more democratic, more open, more transparent and more credible, if they are to optimise the availment of opportunities provided from the Internet and to mitigate the challenges it poses. 

****
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25  One should take note of what countries such as China and Singapore have sought to do so with respect to a broad spectrum of political issues. Others like the USA, UK and Germany which have done so with a view to preventing pornography and abuse of e-Commerce on the Internet have been challenged on the grounds that they have sought to negate freedom of expression. 

